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Machine learning still fails (a lot).
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Machine learning can fail... 
to recognize “confusing” objects. 
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Machine learning can fail...
to adapt to unusual scenarios. 
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Machine learning can fail...
to draw hands. 



10

Machine learning can fail...
to protect training data.

from the Bible (1 Kings 7:2)
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Machine learning can fail...
against internet trolls. 
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Machine learning can fail...
when life is at stake.



Making Machine Learning Fail
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We study machine learning from an 
adversarial perspective

to understand the security and
privacy risks of machine learning

to build machine learning “crash tests”
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What is machine learning?
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Traditional programming:

Machine learning:

Data

Program
Computer Output

Data

Output
Computer Program	 Program(Data)	≈	Output	…

…



Two failure modes of machine learning.
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Machine learning is brittle Machine learning is leaky



Two failure modes of machine learning.
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Machine learning is brittle Machine learning is leaky



Adversarial examples: 
a curious bug in machine learning.
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90% Tabby Cat 100% GuacamoleAdversarial noise

[Szegedy et al. ‘13], [Biggio et al. ‘13], [Goodfellow et al. ‘14], ...



Adversarial examples are a safety risk.
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Physical Adversarial Examples for Object Detectors, 
Eykholt, Evtimov, Fernandes, Li, Rahmati, Tramèr, Prakash, Kohno and Song. WOOT 2018.



Adversarial examples are an attack vector.

100M active users
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AdVersarial: Perceptual Ad Blocking meets Adversarial Machine Learning, 
Tramèr, Dupré, Rusak, Pellegrino and Boneh. ACM CCS 2019.



Adversarial examples are an 
unsolved problem.

Ø denoising
Ø randomization
Ø dimensionality reduction
Ø input transformations
Ø generative modeling
Ø Bayesian learning
Ø ...
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On Adaptive Attacks to Adversarial Example Defenses,
Tramèr, Carlini, Brendel and Madry. NeurIPS 2020.



Two failure modes of machine learning.
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Machine learning is brittle Machine learning is leaky



Two failure modes of machine learning.
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Machine learning is brittle Machine learning is leaky



Machine learning can generate data.
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Description

Data
Computer Program	 Program(Description)	≈	Data	

“an astronaut riding a 
horse on mars”

…

…
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Synthetic Real
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Generated data isn’t always synthetic.

“Ann Graham Lotz”

Extracting Training Data from Diffusion Models,
Carlini, Hayes, Nasr, Jagielski, Sehwag, Tramèr, Balle, Ippolito and Wallace. preprint 2023.
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Original
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Generated



What does this mean for copyright?
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Original Generated



What does this mean for privacy?
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?

Synthetic Real
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ETHZ Privacy and Security group



Attacks



ØPrivacy-preserving learning

ØAuditing data leaks

ØSecurity guidelines DEFENSES



The question is not 
if a machine learning model will fail, 

but when.
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