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We’re in the age of generative AI.
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Generative AI is data-hungry!
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https://epochai.org/blog/trends-in-training-dataset-sizes

Language Vision

https://epochai.org/blog/trends-in-training-dataset-sizes


This might be a problem!
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Maybe we don’t need to worry: 
generative models are magic!
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“Generative models are safe”.
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“Generative models don’t memorize”.

7



This talk: extracting training data  
from generative models.
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Training Set Generated Image

Caption: Living in the light 
with Ann Graham Lotz

Prompt: 
Ann Graham Lotz



What’s a generative model?
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Learn data distribution P(x)   Sample from learned distribution 



What’s a generative model?
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Learn data distribution P(x)   Sample from learned distribution 
(usually: “reconstruct training data”) (usually: “reconstruct from empty data”)



How to extract data from a 
generative model?

1. Generate lots of data!

 (black-box access to the model is typically enough)


2. Filter data with a “membership inference attack”

 (retain data where the model is “abnormally” confident)
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Extracting text.
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Extracting Training Data from Large Language Models.  
Carlini, Tramèr, Wallace, Jagielski, Herbert-Voss, Lee, Roberts, Brown, Song, Erlingsson, Oprea and Raffel. USENIX Security 2021



Step 1: Prompt the model on random inputs. 
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Step 2: Find memorized text.
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Large models memorize more.
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Quantifying Memorization Across Neural Language Models. Carlini, Ippolito, Jagielski, Lee, Tramèr and Zhang. ICLR 2023



Duplicated strings are 
memorized more.
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Quantifying Memorization Across Neural Language Models. Carlini, Ippolito, Jagielski, Lee, Tramèr and Zhang. ICLR 2023
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It’s not just natural language.
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Extracting images.
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Training Set Generated Image

Caption: Living in the light 
with Ann Graham Lotz

Prompt: 
Ann Graham Lotz

Extracting Training Data from Diffusion Models. Carlini, Hayes, Nasr, Jagielski, Sehwag, Tramèr, Balle, Ippolito and Wallace. 2023

Add noise (“forward diffusion”)

Reconstruct data (“reverse diffusion”)



Our extraction attack.

0. Find good prompts 

1. Generate lots of data!


2. Filter data that is likely 
to be memorized
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Search for duplicated captions.

20

0. Find good prompts 

1. Generate lots of data!


2. Filter data that is likely 
to be memorized



Generate many candidate images.
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Donna Tartt's <i>The Goldfinch</i> Scores Film Adaptation

0. Find good prompts


1. Generate lots of data!


2. Filter data that is likely 
to be memorized



Find near-duplicated outputs.
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Donna Tartt's <i>The Goldfinch</i> Scores Film Adaptation

0. Find good prompts


1. Generate lots of data!


2. Filter data that is likely 
to be memorized
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Original
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Generated



Our attack has high precision, low recall.
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Knowing the caption is optional.



What about GANs?
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GANs also memorize data,  
but much less.

28



Does memorization matter?
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Maybe this matters for copyright.
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“A First Look at a Hooded Michael Fassbender  
in upcoming Assassin's Creed film"

CANNES, FRANCE - MAY 23: Actors Michael 
Fassbender leaves the Premiere of "Macbeth" during the 

68th annual Cannes Film Festival on May 23, 2015 in 
Cannes, France. (Photo by Ian Gavan/Getty Images)



Maybe this matters for privacy.

31



(Practical) defenses?
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Preventing Verbatim Memorization in Language Models Gives a False Sense of Privacy.  
Ippolito, Tramèr, Nasr, Zhang, Jagielski, Lee, Choquette-Choo and Carlini. 2022

Idea 1: Block memorized content.
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Preventing Verbatim Memorization in Language Models Gives a False Sense of Privacy.  
Ippolito, Tramèr, Nasr, Zhang, Jagielski, Lee, Choquette-Choo and Carlini. 2022

Memorization filters are brittle.
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Measuring Forgetting of Memorized Training Examples.
Jagielski, Thakkar, Tramèr, Ippolito, Lee, Carlini, Wallace, Song, Thakurta, Papernot and Zhang. ICLR 2023

Extracting random spoken words from a speech model

Idea 2: Forget memorized content.



Idea 3: Deduplicate training data.
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Conclusion

• Memorization is rare, but exists in all recent generative models


• Data sanitization / deduplication helps


• Generative models are not a privacy panacea!
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