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About 24 hours ago...



me

totally doesn’t belong to the US



me

totally doesn’t belong to the US

Fancy a 
keynote 

tomorrow?



So here we are...



Disclaimer: this was rapidly produced, without access to any internet, 
unrehearsed, slightly jet-lagged, and is an attempt at delivering my not 
fully-crystalized vision about the future of AI security 

Corollary 1: No AI was used in making these slides. You get the real me

Corollary 2: Any feedback & comments welcome
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this talk...

Prompt injections
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First, an attack that shouldn’t work
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Act 1: Agent solves a developer task 

Build CompCert 3.13.1 
from source on it boss!
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Act 2: **Error** Agent searches the Web 

SEARCH: CompCert 3.13.1 requirements OCaml 
Menhir Coq build ccomp configure macos arm64
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Act 3: You have been compromised! 

I did an 
oopsie
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The “attack”
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Why does this attack work?

➢Maybe the agent is just dumb?

wouldn’t you have 
searched the web 
for an answer too?

wouldn’t you have 
been fooled too?
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Why does this attack work?

➢Maybe the agent is easy to target?

Build CompCert 
3.13.1 from source

SEARCH
CompCert 3.13.1 requirements OCaml Menhir Coq build 

ccomp configure macos arm64

SEARCH
CompCert 3.13.1 build from source Coq 8.16 OCaml 

configure ccomp

SEARCH
CompCert 3.13.1 build macOS Menhir Coq OCaml 

ccomp

interesting...
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Why does this attack work?

➢Maybe the agent is easy to target?

More trustworthy 
sources than ours 

in the results

our page



Why does this attack work?

The agent behaved differently 
than a human in the same role
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    is human-shaped
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Example: Typo-squatting

1. Humans make typos

2. Attackers register typos 
to fool users (“typo-squatting”)

3. Defenders pre-register common typos
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Example: Typo-squatting

1. AI doesn’t make typos, it 
hallucinates package names

2. Attackers register hallucinated packages

3. Defenses tailored to human failures no 
longer apply
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Security is designed around the properties 
and failure modes of humans

cooldown periods to figure 
out you’ve been phished 

warnings for uniquely-
human failures

two-person rules to spread 
security/accountability
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Security is designed around the properties 
and failure modes of humans

When we replace a human with an AI, we 
often remove these properties without 
noticing, because they are not explicit 

security controls.
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The Security Turing Test
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I can’t tell which 
is which, so the 
AI is intelligent
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Modern view: the test is a reduction argument
I’m 

intelligent. 
right...?

this 
interaction is 
“intelligent”
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If human & AI are indistinguishable, then 
substituting the human for an AI will preserve all 
properties of the interaction

I can’t tell that 
something changed. 

So this is still 
“intelligent” 
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Example:  “What search query would you make to solve this?”

Any diff in behavior makes the reduction fail

maybe this doesn’t matter for “intelligence”

it definitely does matter for security!
27



The Security Turing Test: 1000 humans  AI

I’m tired I’m doing 
a bad job

I’m doing a 
good job

I’m 
grinding 

hard

what’s 
for 

dinner?

this 
system is 

safe
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The Security Turing Test: 1000 humans  AI
My name 
is Claude

My name 
is Claude

My name 
is Claude

My name 
is Claude

My name 
is Claude

hmm... 
Deja Vu

The reduction should 
preserve security 

under composition
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An AI passes the Security Turing 
Test for some role if replacing the 
human population that occupies 

that role with AIs does not 
materially worsen security.
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Any divergence in AI vs 
human behavior that 

invalidates some 
security assumption

AI follows 
instructions in data
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Two roads to success

make AI behave 
more like 

humans in our 
human-shaped 

world

build AI-specific 
infrastructures 

to make 
differences non-

exploitable
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Three types of failure modes

1) Behavioral AI ≠ human better models fix this

2) Compositional 1000 AIs ≠ 1000 
humans better models don’t fix this

3) Structural AI + institutions 
≠ humans + institutions  

this problem is not at the 
model-level
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Three types of failure modes

34

1) Behavioral AI ≠ human better models fix this

2) Compositional 1000 AIs ≠ 1000 
humans better models don’t fix this

3) Structural AI + institutions 
≠ humans + institutions  

this problem is not at the 
model-level



False invariants (behavioral)

Humans implicitly rely on regularities that are historically 
true because there was no incentive to violate them

➢A package with a plausible name is safe
➢A GitHub issue about a weird error was written to help
➢Documentation pages are not malicious

Agents trained on a pre-agent web treat these as stable signals
So now attackers have incentives to violate them
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Agent monoculture (compositional)
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Agent monoculture (compositional)

Attacker has access 
to an oracle to build 

attacks offline Attacks scale to all 
shared models (and 
even across models)
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Context, embodiment & stakes (structural)

I don’t know that my human 
has no colleague called Bob

I can’t text him or hop over to 
his desk to verify this is real

but in any case it’s not my 
job on the line
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Three types of failure modes
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1) Behavioral AI ≠ human better models fix this

2) Compositional 1000 AIs ≠ 1000 
humans better models don’t fix this

3) Structural AI + institutions 
≠ humans + institutions  

this problem is not at the 
model-level



An analogy: algorithmic trading
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15y ago: the human algo switch in trading

predictable behavior
near-instant spoofing

“the prompt injection of trading”
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15y ago: the human algo switch in trading

quote stuffing
flood market with fake 

orders to create latency
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15y ago: the human algo switch in trading

errors at scale
too rapid for human intervention
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The solution was not to make algorithmic 
trading “more human” but to rebuild the 

infrastructure around algorithms

circuit breakers & kill switches 
tackle algorithmic speed

add artificial friction

risk checks, certification, surveillance
scoped access

increase liability
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Agents need friends, 
a 401K, 

and a lawyer
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Should I buy these 
amazon gift cards our 

CEO is asking for?

He’s in a meeting 
right now so I doubt 

it. Text him to 
confirm! It’s your job 

on the line

Weeeee I’m 
in a loop!
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The work needed might be “boring”

➢Separation of credentials

➢Separation of duties across vendors

➢Mandated diversity of models, “two-person” rules

➢Out-of-band confirmation for sensitive actions

➢Liability and insurance for failures
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We’re slowly getting a 
hang on this (maybe)

AI agents
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WE ARE HERE



Take-aways

➢Even smart AIs might solve tasks differently than a human
This can violate implicit security assumptions

➢Attacks are easy and scale widely
Not clear how to enumerate all possible attack vectors

➢Improving models is not enough 
We need to build the infrastructure for AI-specific security
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